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— Cap nhat tinh hinh cac vu tan cong
doi tién chuoc (ransomware)
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NQ' d u ng Bao vé va phong ngura trudc nguy

co tan cong

— Khoi phuc dir' liéu sau khi bi tan cong
Mt s6 vi du thuc té tir cac to chirc, doanh nghiép

veeam







Tan cong doi tien chuoc trong boi canh hién nay
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Tan cong vao hé thong diéu hanh san bay EU

Everest ransomware tin cong vao cong ty cung cip dich vu IT Collins Aerospace ngay 19-09-2025, gay gian doan
dich vu tai cac san bay 1é6n nhat chau Au gom London Heathrow, Berlin Brandenburg va Brussels.
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Nguodn: https.//www.theguardian.com/world/2025/sep/22/flight-delays-europe-cyber-attack-heathrow-brussels-beriin -
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Tan cong vao hé thong dich vu cong Indonesia

Nhom t6i pham Brain Cipher da tin cong va ma hoa dir liéu 282 t6 chirc chinh ph tai Indonesia ngay 20-06-2024.
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Ngudn: https.//asia.nikkei.com/Spotlight/Cybersecurity/Indonesian-cyberattack-signals-growing-threat-in-Southeast-Asia -
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Tan cong vao ha tang thiét yéu

Colonial Pipeline attack ngay 07-05-2021. Téng thong My cong b tinh trang khan cip 09-05 va thong déc bang
Georgia cong bo tinh trang khan cip bang vao ngay 10-5.

Pipeline spans more than 5,500 miles

The main pipeline travels from
Houston, Texas to Linden, New
Jersey. Branches supply other
areas in the Southern and
Eastern US.

Nguon: https.//en.wikipedia.org/wiki/Colonial_Pipeline_ransomware_attack
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Bao vé va phong ngtura tan cong mang

K& hoach: K& hoach (r'ng phd su’ c6 (IRP) va K& hoach du phong tham hoa (DRP).

[-Déo tao ngu'Gi st dung, nang cao nhan thirc ]

-Bao hiém rui ro tin cdng mang (Cyber insurance)
*Thué dich vu (rng pho su c6

-Phong ngtra tan cong mang trong qui trinh van hanh:
«Sao luu dir liéu thudng xuyén
Phan I16p mang
«Cap nhat phan mém, cap nhat ban va
Lap danh sach U'ng dung an toan (Safelist applications)
*Bao vé hom thu dién tur
*Bao vé cac diém dau cudi (Safeguard your end points)
«Dam bao phan cap, phan quyén (Limit privileges)

Ngudn: "How to protect your organization from ransomware attacks” by JP Morgan Cybersecurity
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Nguyén tac “vang” trong céng tac sao luu dir liéu

VeeAM

8

L) Q b

ft nhat c6 mét ban

\IM!

\ . Luu trir trén Mot ban dir N, Tu déng hoda kiém
2 balri\éaao ol hai phuong li€u luu ngoai Off"nguali're-_ué od th{r ban sao luy, dam
' tién khac nhau TTDL chinh , airgapp bao khéng co 16

hoac chong xda slra
(immutable)
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Kién tric Zero Trust Data Resilience

Production Backup Storage
; Backup Software -
Hybrid Cloud P Immutability
& & E 3 &
1t Q
VDC Vault
Physical ESXi i/O, Fiber Backup Server
> Separated control plane
““““““““““““ L n
. ()]
NFS, iSCSI, NBD = [ ]
> g = —]
N\ [— ]
M HV, Cloud, € U 2
Storage API 2 = Target Storage
7
Virtual ® Proxies B
E Multiple redundant paths o) Target Storage
i =
YARA, =
Entropy, index =
scan etc. 7 @ Zero access —]
to root and OS
Cloud Agents Target Storage
Multiple redundant paths
(") Ving luu trit Chinh () vang luu trif Phy

B - Assume breach Phan ving kiém soat An ninh,

Ngudn: https://numberlinesecurity.com/wp-content/uploads/2024/06/Extending-Zero-Trust-to- Bao mat
Data-Backup-and-Recovery.pdf V I I |




Phong chong x0a sura cac ban sao lu'u dir liéu:
Trung tam Dir liéu tap trung cap tinh hoac tucng ducong

M6 hinh 1: Ung dung cong nghé Veeam Hardened Linux Repository, tlly chon sao luu ra WORM Tape

Trung tam Dir liéu Chinh Trung tam Dir liéu Du phong

AVeeam Backup - Monitoring
(VBR) server (Veeam One) =

—

--

(D202T)

Application Backup A Backup Copy
L (Files/Folders) JRestore T —— ChiditVeeam e
: FESTOTEER Hardene.d S Hardened Linux
] rep05|tory r repository
; .WORM Tapes
:
|
t-- Databases OPTIONAL I i
1

‘ Immutable: ch6ng xda, chng ma hoa dir liéu




Phong chong x0a sura cac ban sao lu'u dir liéu:
Qui mo don vi cap Phuong, Bénh Vién, Truong hoc

MO hinh 2: Cai dat may chu backup All-in-One, c6 1 ban sao luu luu trif trén Cloud chdng xda stra (immutable)

Trung tam Dir liéu

Application Backup All-in-One Backup server, codung  * [liies s
(Files/Folders) /Restore lwong lwu trik [én 20-100TB

. Immutable: chGng xda, chng ma hoa dir liéu

Thué luu trir Cloud

Dich vu Veeam
— > Data Cloud Vault

Phu hgp véi diT liéu can
sao luu < 10TB

. . Dich vu lwu tri¥ Cloud
Unplug bang lénh PowerShell ¢é immutable

Plug-in thi cong (Viettel IDC, FPT

SmartCloud, CMC
Telecom, VNG)

Lo d——-.
1 OPTIONAL
(O USB ngoai)

Phu hgp véi dir liéu can
sao luu tur 10-50TB




Phong chong xo0a stra cac ban sao luu dir lieu: 9
Trung tam Dir liéu tap trung cap tinh hoac tucng ducong

M hinh 3: Ung dung cong nghé T sao luu chuyén dung cua cac hang HPE StoreOnce, Dell PowerProtect DataDomain, Exagrid, Quantum

Trung tam Dir liéu Chinh Trung tam Dir liéu Du phong

AVeeam Backup - Monitoring
(VBR) server (Veeam One) =

—

--

_ Application Backup Backup Copy/
" (Files/Folders) /Restore
| Replicate
:
|
|
|
t-- Databases

=7 761 wu nén dit lidu, dic bigt Ia CSDL

. Immutable: ch6ng xd6a, chng ma hoa dir liéu






Qua trinh khoi phuc dir liéu sau tan cong mang

V&i hon 500,000 khach hang, gidi phap Veeam gilip cac td chirc, doanh nghiép khoi
phuc d{ liéu nhanh chong. Tuy nhién qua trinh khoi phuc bao gobm cac yéu to
khong chi phu thudc vao cong nghé...

4O Q)

Bi tdn cong Ung phd Khoi phuc dir liéu
e -®- -0- >
« Thdi diém bat ngd vi du « Nhém thuc thi « Phén tich sdu, truy vét vé cudc tan cng

t6i Tha 6 truGc ki nghi I€ -
» Bao cao cac ca quan

* Xac dinh dugc pham vi, chirc nang lién quan « Khdi tao méi trudng khoi phuc sach/an toan
c6 lap vung lay nhiém (tranh lay nhiém ngugc)
) « Thong bdo tdi don vi
« Kich hoat kich ban Ung cung cap bao hiém « Tién trinh khé6i phuc vao moi trudng sach thuc
pho su c6 (IRP) Cyber insurance hién song song vai qua trinh phan tich sau, truy
vét
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Tinh huong thior 1
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T6 chic X

1. Hé thong 4o hda ESXi bi chi€ém quyén
2. Nhoém (ng phé bat dau qui trinh IRP
3. DU liéu cé ban sao khong xo6a sira
4. CO lap DC1 (Phan tich, truy vét)

5. Thuc hién Instant VM Recoveries va

=

ailover sang TTDL Dy phong

) N g




Tinh huong thir 2

Cong nghé sync ban snapshot

Ma doc Ryuk tan cong

Kich hoat Phan tich va truy vét

DC1 bi qua tai va c6 lap

Durng dong bo dir liéu (Sync)

Cai dat may chu Veeam trén DC2

. K&t n6i Veeam va ban sao snapshot
trén DC2

8. Instant recoveries tir ban snapshots )

N en @ gh 9 [ =
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Tinh huong 3

T6 chic Z

1. Tan céng bdi ma doc Conti

2. Nhém Ung phé ngét két néi TTDL Chinh
3. Bat may chu Veeam Backup & Replication
trén Azure Cloud

4. Thuc hién rescanned cac ban sao luu trén
Azure

5. Khdi phuc cac VMs trén moi trudng Azure
6. Quét, tim ki€ém va tiéu diét malware

7. Dich vu online

>

¢
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Thanh phé Sarasota aN

CITY,

Veeam has changed our city for the better because backup has

become a key component of our incident response strategy ... we
finally found a solution that meets the city’s data integrity needs.
Veeam will be part of the city’s lifeblood for the foreseeable future. ,
Herminio Rodriguez
Ransom NOT PAID 2

Information Technology Director

&G T I
Thach thirc &) Két qua (trién-khai Veeam) ()
— Giai phap sao luu trudc day khong dap iing dudgc —Dich vu cung ¢ap dén cu dan vam:hanh théng,suot

yéu cau va rui ro khi can khoi phuc dir liéu dich vu : : . X ~ . -
—Pam bao chat lugng dieh vivai cd che khorphuc dir
— Giai phap sao luu trudc day khdng linh hoat, khong liéu dich vutahanh chdng

ho trg kha nang bao vé dir liéu multi-cloud =8 \ A N i - .
= — Ty lé sao lUtrthanh cong cao va damybao tuan.thu
— Ty |é backup 10i cao va anh hudng van hanh dich vu yéu cau ludtrttder lieu doi véi dich vu cong

L= P -G >

Nguon: https://www.veeam.comy/success-stories/veeam-city-of-sarasota. htm/




Follow us! Join the community hub:

BfXxX0D| s
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https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/

